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0. Hands-on Sessions

Prior to the User Group meeting, two hands-on sessions were organized focusing on practical

cybersecurity challenges in embedded systems development and maintenance.

Workshop 1: Building and Securing CI/CD Pipelines for Embedded Systems with GitHub
Actions (SoftLab, VUB)

This tutorial introduced participants to the integration of security testing and best practices into CI/CD

pipelines for embedded systems.

Topics included:

GitHub Actions setup

Security and test integration in pipelines

Securing CI/CD infrastructure

Best practices and architecture considerations

Hands-on exercises

Workshop 2: When CVE Tools Disagree: Hands-On Yocto Vulnerability Triage (DistriNet, KU
Leuven)

This tutorial focused on vulnerability management and CVE triage in Yocto-based embedded Linux

systems.

Topics covered included:

Yocto-specific vulnerability analysis

Insights into CVE triage

Kernel-aware vulnerability scripts

Comparison with Vulnscout



1. User Group Meeting and Discussion

Following the workshops, a User Group discussion session was organized using PollEverywhere to gather

feedback regarding the tutorials, current industrial practices, and future BUGATTI focus areas.

The discussion focused on:

applicability of the presented approaches within industrial environments,

current challenges in embedded vulnerability management,

integration of security into development and CI/CD workflows,

and priorities for future BUGATTI activities.

Feedback on the CI/CD Tutorial

Participants indicated that the most valuable aspects were:

securing CI/CD pipelines,

security and test integration,

and CI/CD best practices and architecture.

It was clarified during the discussion that:

the presented concepts are not limited to GitHub Actions,

and can be translated to other CI/CD solutions such as GitLab CI or Jenkins.

Participants also expressed interest in future sessions on:

advanced SAST tooling,

advanced fuzzing and DAST,

permissions management,

build injection attacks,

and third-party workflow security.

Feedback on the Yocto CVE Triage Tutorial

The discussion highlighted varying levels of maturity regarding CVE triage across organizations: some

organizations already perform partial triage workflows, while others still rely mainly on manual analysis.

Participants noted that:

kernel-aware scripts and tooling for triage were previously unknown to several attendees,

most organizations rely on BSP vendor-specific Yocto distributions rather than plain Poky, but the

main considerations presented in the tutorial remain.

environment setup and onboarding remain significant hurdles for newcomers to Yocto, including

this in the tutorial may be beneficial.

A discussion also took place regarding the role of Vulnscout:

it was clarified that Vulnscout is intended mainly as a visualization and support layer, rather than a

replacement for existing vulnerability-management tooling.



Progress for BUGATTI Sessions

Participants expressed interest in future sessions covering:

Security tooling for development

source code analysis

fuzzing

penetration testing

firmware analysis

Vulnerability prioritization approaches

Virtualization of embedded devices

Integration of security testing into CI/CD pipelines

AI-assisted security analysis was also raised as an important future topic, particularly:

AI-assisted applicability assessment of vulnerabilities

Context-aware vulnerability analysis

Automatic correlation between vulnerability databases and internal source code/configurations

Requested Future Formats

Participants indicated interest in:

Extended workshop versions

Self-paced training materials

Additional Yocto-focused content

More advanced CI/CD integration sessions

2. Dissemination

Workshop presentations and PollEverywhere results will be shared with participants through the website.

The collected feedback will help guide future BUGATTI dissemination activities and technical focus areas.

Next Event:

A new iteration of the workshops will be provided at VUB fall this year.


