
Bugatti Advisory Group – Hands-on Sessions & User 

Group Meeting (May 12, 2026)

Agenda:

12h30-13h: Reception and coffee.
13h00-14h30: Building and Securing CI/CD Pipelines 

for Embedded Systems with GitHub Actions (VUB-Soft)
14h30-16h00: When CVE Tools Disagree: 

Hands-On Yocto Vulnerability Triage (DistriNet Gent)
16h00-17h00: User group meeting - feedback hands-on.
17h00-18h00: Reception.



When CVE Tools Disagree:

Hands-On Yocto Vulnerability



Known Vulnerability - CVE
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CVE: Common Vulnerability Enumeration



CVE: Common Vulnerability Enumeration

› CWE – Common Weaknesses Enumeration

Vulnerability Type: SQL Injection, Buffer Overflow, …

› CPE – Common Platform Enumeration

Package Identification

› Scoring:

CVSS: How severe is this vulnerability?

EPSS: How likely is exploitation soon?

KEV Catalog: Has this vulnerability already been exploited in the real world?



Package Identification

› CPE:

CPE
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cpe_version

part: a[pplications], h[ardware], o[perating system]

vendor

product

version, update, edition, language, sw_edition, target_sw, target_hw, other



Vulnerability Databases

Site Best for Strengths Weaknesses

CVE.org MITRE Canonical CVE 

IDs

Fastest publication, 

authoritative source for 

CVE assignment

Minimal 

enrichment/details

NVD NIST Security analysis 

& tooling

CVSS scores, CWE 

mappings, CPEs, APIs, 

enrichment

delay/backlog

CVEDetails.com Human browsing 

& quick filtering

Easy UI, exploit 

references, 

vendor/product browsing

depends on upstream

https://www.cve.org/CVERecord?id=CVE-2022-0847
https://nvd.nist.gov/vuln/detail/CVE-2022-0847
https://www.cvedetails.com/cve/CVE-2022-0847/
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Moves Focus to:

✅ Vulnerabilities known to be 

exploited (KEV) 

✅ Federal government software

✅ Critical software

NIST-NVD changes focus



Software-Bill-of-Materials
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Software-Bill-Of-Materials (SBOM)

› What:

List of components in the software (cpe/purl)

› Goal: 

Licenses

Identify vulnerabilities

› Formats:

SPDX

CycloneDX

What? Why?
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Vulnerability Exploitability eXchange - VEX

SBOM is not sufficient (static)

 => Is CVE exploitable? (dynamic)

Formats:

› SPDX

› CycloneDX

› CSAF – Common Security Advisory Framework
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Workshop - Setup
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Workshop

› A browser-based Visual Studio Code server 

with a workbook, workshop files and a terminal

prebuilt Yocto artifacts and pinned vulnerability data

› A running VulnScout instance
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Workshop

› Prebuild Yocto Image

core-image-minimal

scarthgap 5.0.17 / Poky Linux Distribution

target: qemux86-64
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Workshop
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Vulnerabilities in Yocto
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WIFI: BUGATTI

PWD: Workshop@Gent

https://code[id].bugatti-tutorial.duckdns.org

password: bugatti_tutorial

https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace
https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace
https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace


Open a Terminal in vscode server
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Conclusion
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The way forward
Insights and best practices

• Minimize image and remove unused components to reduce attack surface.

• Prefer maintained BSPs and S(LTS) baselines

• Review dependencies before adding them: 

• who maintains them

• how they publish security fixes

• …

Design And Dependency Choices

=> more packages => more vulnerabilities => higher long-term cost



The way forward
Insights and best practices

Process And Tooling

• Automate + CI/CD.

• Track both runtime and build-time findings.

• Use context-aware triage, especially for kernels and embedded images.

=> better triage => less wasted effort



The way forward
Insights and best practices

Tooling is not yet mature:

• Evaluate for:

• false positives

• false negatives

• stale enrichment

• timely updates

Tool Evaluation



Thank you!
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Poll Everywhere

https://www.polleverywhere.com/multiple_choice_polls/4IFnQGpWfmP4LzgaGVQKV
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