Bugatti Advisory Group — Hands-on Sessions & User
Group Meeting (May 12, 2026)
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Agenda: \ \

12h30-13h: Reception and coffee.
13h00-14h30: Building and Securing CI/CD Pipelines

for Embedded Systems with GitHub Actions (VUB-Soft)
14h30-16h00: When CVE Tools Disagree:

Hands-On Yocto Vulnerability Triage (DistriNet Gent)
16h00-17h00: User group meeting - feedback hands-on.
17h00-18h00: Reception. %



When CVE Tools Disagree:
Hands-On Yocto Vulnerability



Known Vulnerability - CVE



CVE: Common Vulnerability Enumeration
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CVE: Common Vulnerability Enumeration

> CWE — Common Weaknesses Enumeration
»  Vulnerability Type: SQL Injection, Buffer Overflow, ...

»  CPE — Common Platform Enumeration

» Package |dentification

> Scoring:
» CVSS: How severe is this vulnerability?
» EPSS: How likely is exploitation soon?
» KEV Catalog: Has this vulnerability already been exploited in the real world?



Package Identification
CPE

» CPE:

~ Ccpe_version
- part: al[pplications], hlardware], o[perating system]
vendor
product
I cpe:2.3:0:linux:linux_kernel:*:*:*:*:*:*:*:* From (including) Up to (excluding)

Show Matching CPE(s)w /// T N 5.8 5.10.102

version, update, edition, language, sw edition, target sw, target hw, other
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Vulnerability Databases

Stedestfor |Swengne | Weaknesses

CVE.org MITRE  Canonical CVE Fastest publication, Minimal
IDs authoritative source for enrichment/details
CVE assignment
NVD NIST Security analysis  CVSS scores, CWE delay/backlog
& tooling mappings, CPEs, APIs,
enrichment
CVEDetails.com  Human browsing  Easy Ul, exploit depends on upstream
& quick filtering references,

vendor/product browsing


https://www.cve.org/CVERecord?id=CVE-2022-0847
https://nvd.nist.gov/vuln/detail/CVE-2022-0847
https://www.cvedetails.com/cve/CVE-2022-0847/

Linux is a CNA

Aswas recently announced, the Linux kernel project has been accepted as a CNA as a CVE
Numbering Authority (CNA) for vulnerabilities found in Linux.

This is a trend, of more open source projects taking over the haphazard assignments of
CVEs against their project by becoming a CNA so that no other group can assign CVEs
without their involvment. Here's the curl project doing much the same thing for the same
reasons. I'd like to point out the great work that the Python project has done in supporting
this effort, and the OpenSSF project also encouraging it and providing documentation and
help for open source projects to accomplish this. I'd also like to thank the cve. org group
and board as they all made the application process very smooth for us and provided loads
of help in making this all possible.

As many of you all know, I have talked a lot about CVEs in the past, and yes, I think the
system overall is broken in many ways, but this change is a way for us to take more
responsibility for this, and hopefully make the process better over time. It's also work that
it looks like all open source projects might be mandated to do with the recent rules and
laws being enacted in different parts of the world, so having this in place with the kernel
will allow us to notify all sorts of different CNA-like organizations if needed in the future.
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0 A oo website of the Unibed Stxtes povenmen:

—
UPDATES

NIST Updates NVD Operations to Address Record CVE Growth

New risk-based model will allow NIST to manage current CVE volume while modernizing the NVD for long-term
sustainability.

fpril 15,2026

O Moves Focus to:

MIST is changing the way it handles cybarsecurity vulnerabilities and exposures, or CVEs, listed in its Mational
Mulnerability Database (NVDI. in the past, NIST's NVD program aimed to analyze all CVEs to add details — such NIST IN YOUR INBOX
as severity scores and preduct lists — that help cybersecurity professionals prieritize and midgate

Inerabilities. Gaing forward, NIST will add details, or "enrich," these CVEs that meet certain criterla, which ittt ol V I i I t k t
vulnerabilities. Going forward, NIST will ad s, O “er k v meet certain criveria, wh b b
are explained betow,. CVES that da not meet those criteria will still be fsted in the NVD but deemed as " lovest l SignUp > u n e ra 1t eS n Own O e
priority” ard will not be immediately enciched by NIST. exploited (KEV)
This change is driven by a surge in CVE submissions, which increased 2635 botwean 2020 and 2025, We don't
expect this trend to let up anytima 5000, Submissions during the first three months of 2026 are nearly one

third higher than the same period last year. i ORGANIZATIONS

Information Technology Laboratory

Federal government software

We are working faster than ever. Wie enriched nearly 42,000 CVEs in 2025 — 45% more than any prior year. But
this increased productivity is not enough to keep up with growing submissions. Therefore, we are instituting Computer Security Division
anew approach. The changes described below will allow us w facus ea the mast eritical CVES while being

transparent about how we are managing cur current worklaad. They will also allaw us to stabilize the . C ri ti Ca I Softwa re
program while we develop the automated systems and warkfiow enhancements required for lang term

sustainability,

New Prioritization Criteria
Starting on April 15, 2026, we will priaritize the following CVES for enrichment;

* CVEs appearing in CL5A's Known Exploited Vulnerabilities JKEV] Casalop

a Qur goal Is to enrich these within one business day of receipt

o CVEs for software used within the federal government

o CVEs for critical software as defined by Executive Order 14028




Software-Bill-of-Materials .




Software-Bill-Of-Materials (SBOM)

What? Why?

»  What:

» List of components in the software (cpe/purl)

y Goal:
» Licenses

» ldentify vulnerabilities

» Formats:
» SPDX
» CycloneDX
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Vulnerability Exploitability eXchange - VEX @

SBOM is not sufficient (static)
=> |s CVE exploitable? (dynamic)

Formats:
» SPDX

» CycloneDX

» CSAF - Common Security Advisory Framework
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Workshop - Setup



Workshop

code-server

> A browser-based Visual Studio Code server

» with a workbook, workshop files and a terminal

» prebuilt Yocto artifacts and pinned vulnerability data

» A running VulnScout instance @ VulnScout.io
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Workshop

> Prebuild Yocto Image

» core-image-minimal yo cto -
PROJECT

» scarthgap 5.0.17 / Poky Linux Distribution
» target: gemux86-64
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Workshop



Vulnerabilities in Yocto

WIFI: BUGATTI
PWD: Workshop@Gent

https://code[id].bugatti-tutorial.duckdns.org

password: bugatti tutorial
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https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace
https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace
https://demo.bugatti-tutorial.duckdns.org/?workspace=/workspaces/bugatti/Bugatti.code-workspace

Open a Terminal in vscode server

demo.bugatti-tutorial.duckdns.org/?

v & Bu
ca E File > ¥ introduction.md X core-im
o~ Edit > bugatti_workshop_yocto > workbool
@ Selection > S T
) name": "acl",
i View > "layer": "metz
O\ Go > "version": "2.
Ron N “products": [
% Terminal > New Terminal S¥C uct":
Help > Split Terminal 38\ InRec
& . New Terminal Window ASNX
Sign out of code-server
% > tmp Run Task... [
Run Build Task... 4 #B
"
Vi
y. Run Active File C,,E
ary":
Run Selected Text mode,
"
eva":
ev3'":
ev4':
pr:
Configure Tasks... orStr
Configure Default Build Task... us":
— ]
}
]
}
]
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Conclusion



The way forward

Insights and best practices

Design And Dependency Choices

« Minimize image and remove unused components to reduce attack surface.
* Prefer maintained BSPs and S(LTS) baselines
* Review dependencies before adding them:

* who maintains them

* how they publish security fixes

=> more packages => more vulnerabilities => higher long-term cost




The way forward

Insights and best practices

-

Process And Tooling

« Automate + CI/CD.
» Track both runtime and build-time findings.
« Use context-aware triage, especially for kernels and embedded images.

=> better triage => less wasted effort




The way forward

Insights and best practices

Tool Evaluation

Tooling is not yet mature:
» Evaluate for:
- false positives
» false negatives
« stale enrichment
+ timely updates




Thank you!
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Poll Everywhere



https://www.polleverywhere.com/multiple_choice_polls/4IFnQGpWfmP4LzgaGVQKV
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