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Setup of a simple CI/CD pipeline

GitHub Actions preliminaries
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Setting Up a CI/CD Pipeline
Continuous Integration / Continuous Delivery
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“reproducibility”: automated builds

Setting Up a CI/CD Pipeline
Continuous Integration / Continuous Delivery “shift left”: detect (security) vulnerabilities early on

Migrating? https://docs.github.com/en/actions/tutorials/migrate-to-github-actions

https://docs.github.com/en/actions/tutorials/migrate-to-github-actions


What’s in a Pipeline?

Software Composition Analysis (SCA)

Static Application Security Testing (SAST)

Dynamic Application Security Testing (DAST) / Fuzzing

Secrets Scanning

Firmware AnalysisBuild

Secure Deployment

IaC Security Scanning

Dependency Scanning

SBOM Generation

Unit & Integration Testing

Artifact/Firmware Signing

Compliance Checking



GitHub Actions: A Primer
Anatomy

(image source: https://itnext.io/getting-started-with-github-actions-fe94167dbc6d)
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STEPS
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GitHub Actions: A Primer
Anatomy

(image source: https://itnext.io/getting-started-with-github-actions-fe94167dbc6d)

run in parallel

≠ workflows for ≠ triggers 
(PR, commit, schedule, on demand, …)

run in parallel (default) or sequentially

separate runners

run sequentially

step = a shell script or 
another reusable action

WORKFLOWS

JOBS

STEPS

YAML-files stored in  
.github/workflows/

https://itnext.io/getting-started-with-github-actions-fe94167dbc6d


GitHub Actions: A Primer
Example Repository 



“did I break something?”

GitHub Actions: A Primer
Example Repository 

runs on every commit / PR



also: external security threats! 

useful for heavier security scans
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also: external security threats! 

useful for heavier security scans

GitHub Actions: A Primer
Example Repository 

runs on a schedule

can also be run manually



SBOM generation, signing, …

GitHub Actions: A Primer
Example Repository 

runs when a new tag is pushed
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Workflow trigger(s)



GitHub Actions: A Primer
Example Workflow 

ci.yml

…

Workflow permissions
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GitHub Actions: A Primer
Example Workflow 
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GitHub Actions: A Primer
Example Workflow 

ci.yml each job has its own runner (provided by GitHub)

want to self-host instead?

https://docs.github.com/en/actions/concepts/runners/self-hosted-runners

https://docs.github.com/en/actions/concepts/runners/self-hosted-runners
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ci.yml By default, all jobs run in parallel …

lint secrets-scan build

test

security-report

… unless job dependencies are explicitly specified



GitHub Actions: A Primer
Example Workflow 

ci.yml

conditional job execution

“Send a notification to Slack if 
one of the security checks fails”
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ci.yml

Multiple steps per job
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GitHub Actions: A Primer
Example Workflow 

ci.yml

5 steps in the `build` job

steps run sequentially on the same runner



GitHub Actions: A Primer
Example Workflow 

ci.yml

(optional) step name for the GitHub Actions UI
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ci.yml 2 kinds of steps …

scripts 
(using run:)

reusable actions 
(using uses:)

pin a version

pass arguments



GitHub Actions: A Primer
Example Workflow 

ci.yml 2 kinds of steps …

scripts 
(using run:)

reusable actions 
(using uses:)

“where do I find these?”
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GitHub Actions: A Primer
Example Workflow 

ci.yml 2 kinds of steps …

scripts 
(using run:)

reusable actions 
(using uses:)
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GitHub Actions: A Primer
Example Workflow 

ci.yml checkout code repository

setup Python 3.11

upload artifact

install platformIO

build firmware using platformIO

… used for sharing files between jobs/workflows

… used as part of the results of a workflow 
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selected workflow

workflow runs
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GitHub Actions: A Primer
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steps

pipeline
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GitHub Actions: A Primer
Workflow Results

skipped

artifacts produced by the workflow
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GitHub Actions: A Primer
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Where does this come from?

GitHub Actions: A Primer
Secrets Management

secrets are kept secret implicit secrets object available



GitHub Actions: A Primer
Secrets Management 1

2

3



Ok, let’s build a CI/CD pipeline!



PlatformIO M5StickC PLUS2

ESP32 devicehttps://platformio.org

https://github.com/noahvanes/bugatti-workshop-demo-ex1 

A Simple Starting Point …
Hands-on!

https://platformio.org
https://github.com/noahvanes/bugatti-workshop-demo-ex1


Initial CI/CD Pipeline
.workflows/ci.yml

only contains a build job



Recall: What’s in a CI/CD Pipeline?

Software Composition Analysis (SCA)

Static Application Security Testing (SAST)

Dynamic Application Security Testing (DAST) / Fuzzing

Secret Scanning

Firmware AnalysisBuild

Secure Deployment

IaC Security Scanning

Dependency Scanning

SBOM Generation

Unit & Integration Testing

Artifact/Firmware Signing

Compliance Checking
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based on pattern matching, ML, entropy analysis, …

detect accidental leakage of sensitive information (credentials, API keys, …) 

Secret Scanning



often happens in configuration files as well

based on pattern matching, ML, entropy analysis, …

detect accidental leakage of sensitive information (credentials, API keys, …) 

➡  example

src/main.cpp

API key leaked in source code!

Secret Scanning
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based on pattern matching, ML, entropy analysis, …

Secret Scanning
detect accidental leakage of sensitive information (credentials, API keys, …) 

➡  detection tools

free and open-sourcefree and open-source enterprise

GitHub Actions also has some (basic) built-in  



Adding Secret Scanning to the Pipeline

GitHub Actions Marketplace link

Hands-on Exercise



checkout all history (for all branches, tags, …)

GitHub Actions Marketplace link

Adding Secret Scanning to the Pipeline
Hands-on Exercise



GitHub Actions Marketplace link

Exercise: add a GitHub Actions job to the CI to detect exposed secrets in the comments branch

Adding Secret Scanning to the Pipeline
Hands-on Exercise



Question: What to do when exposed secrets are detected?

Adding Secret Scanning to the Pipeline
Discussion



Question:        

Question: Where to put the secret scanning job w.r.t. the build job?

Adding Secret Scanning to the Pipeline
Discussion



Question:        

Question:           

Adding Secret Scanning to the Pipeline
Discussion

Question: How to avoid exposing secrets?
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IaC Security Scanning
infrastructure-as-code



IaC Security Scanning
infrastructure-as-code detect security misconfigurations, compliance violations, …



GASEL

IaC Security Scanning
infrastructure-as-code detect security misconfigurations, compliance violations, …

SCAnsible tf-check Terrascan Snyk



GASEL

IaC Security Scanning
infrastructure-as-code detect security misconfigurations, compliance violations, …

SCAnsible tf-check Terrascan Snyk

Interested? Let us know! Out-of-the-box actions available on the marketplace!
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scan dependencies for known vulnerabilities (CVEs) 

Software Composition Analysis (SCA)



scan dependencies for known vulnerabilities (CVEs) 

Software Composition Analysis (SCA)

➡  example

Syft Grype
SBOM

Software Bill of Materials



scan dependencies for known vulnerabilities (CVEs) 

Software Composition Analysis (SCA)

➡  example

Syft Grype
SBOM

Software Bill of Materials

Syft + Grype Trivy



A Security-Focused CI/CD Pipeline
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IaC 
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Analysis



usually based on program querying / pattern matching on the AST level

Static Application Security Testing (SAST)
detect (security) vulnerabilities without executing the application “shift left”
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usually based on program querying / pattern matching on the AST level

Static Application Security Testing (SAST)
detect (security) vulnerabilities without executing the application “shift left”

make use of standard sets of rules / patterns to look for

Interested in setting up more advanced / custom rules? 
Let us know!

built-in support in GitHub



usually based on program querying / pattern matching on the AST level

Static Application Security Testing (SAST)
detect (security) vulnerabilities without executing the application “shift left”



Adding SAST to the Pipeline
Example: Semgrep



Adding SAST to the Pipeline
Example: Semgrep



Adding SAST to the Pipeline
Example: Semgrep

job runs in a Docker container

images come from Docker Hub



Adding SAST to the Pipeline
Example: Semgrep

output as SARIF

Static Analysis Results Interchange Format

feed SARIF results to GitHub

directly integrated in the  
GitHub Security tab



Adding SAST to the Pipeline
Example: Semgrep

output  

Static    

feed    

directly    
GitHub  



Adding SAST to the Pipeline
Example: cppcheck



Adding SAST to the Pipeline
Example: cppcheck



Adding SAST to the Pipeline
Example: cppcheck

caching to avoid (costly)  
dependency re-installations



Adding SAST to the Pipeline
Example: cppcheck

output as SARIF

upload to GitHub Security
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Dynamic Application Security Testing (DAST)
run the application with unexpected / random inputs to find vulnerabilities fuzzing!
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Dynamic Application Security Testing (DAST)
run the application with unexpected / random inputs to find vulnerabilities 

usually run on nightly or pre-release tests, not per commit (costly)

fuzzing!

➡  protocol fuzzing ➡  input fuzzing ➡  web/API fuzzing
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Firmware Analysis source-code level and binary analysis



Firmware Analysis source-code level and binary analysis

EMBA



Firmware Analysis source-code level and binary analysis

Interested? Let us know  
for future workshops!

EMBA
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A Security-Focused CI/CD Pipeline
Overview

Secret 
Scanning

IaC 
Scanning SCA SAST DAST Firmware 

Analysis

PART 2: What about the security of the pipeline itself?


